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Abstract: 

The prime intention of Wireless Medical Sensor Network (WMSN) is, patient's wellbeing parameters are gathered by wearable or 

implantable sensors which is executed in doctor's facilities, the Personal Health Information(PHI) is updated to the database. Enemy 

can drop messages by sticking the correspondence channel, adjust messages, so issue may happen. In past work, they give the security 

to that database utilizing a few strategies and fine-grained information gets to control. In our inventive supposes we propose 

Symmetric key encryption/decoding for greater security reason. This evades the adjustment of patient's subtle elements. 

 

Index Terms: wireless sensor network, security, privacy protection, key distribution 

 

I.INTRODUCTION 

Wireless sensor network (WSN) refers to a group of spatially 

dispersed and dedicated sensors for monitoring and recording the 

physical conditions of the environment and organizing the 

collected data at a central location. The e-/m-medicinal 

services(electronic-mobile) design "HES"(Healthcare System), in 

view of remote sensor systems, is proposed. HES consolidates a 

specialist framework intended to accomplish a programmed 

investigation of mixed restorative information and "negligible 

support" of approved specialists by and large physical 

examinations. A key dispersion plot in light of a Group Send-

Receive Model "GSRM" is proposed for secure information 

transmission[8] in remote sensor systems, and a protection saving 

methodology of Homomorphic Encryption Based on Matrix 

framework "HEBM" is progressed to disturb the first medicinal 

information[9] before discharge onto WPANs(Wireless Personal 

Area Network). 

 

II.EXISTING SYSTEM 

The e-/m-healthcare still faces numerous difficulties to its far 

reaching selection, for example, security break infringement, 

medicinal information accumulation, transmission, processing 

and presentation has become a critical issue in e-healthcare 

applications, in which an assortment of remote sensor hubs and 

terminal gadgets assume essential parts in arrange information 

collection and correspondences for individuals to assemble data 

concerning their wellbeing status effectively, whenever and 

anyplace utilizing shrewd cell phones these therapeutic 

information comprise of individual private data that ought not be 

helpless to listening stealthily or malignant altering amid 

transmission. The e-/m-healthcare architecture "HES", is 

proposed. HES consolidates a specialist framework intended to 

accomplish a programmed investigation of mixed restorative 

information and "negligible cooperation" of approved specialists 

when all is said in done physical examinations. A key dispersion 

conspire in light of a Group of Send-Receive Model "GSRM" is 

proposed for secure information transmission in remote sensor 

systems[5], and a protection saving methodology of 

Homomorphic Encryption Based on Matrix "HEBM"[18] is 

progressed to upset the first restorative information before 

discharge onto WPANs. 

 

III.PROPOSED SYSTEM 

This paper proposes a lightweight and secure system for wireless 

medical sensor networks. Each patient area network (PAN) 

consists of some biosensors and a controller. These biosensors 

collect his/her personal health information(PHI) like body 

temperature, blood pressure, heart bear rate, blood glucose level 

etc.. Sensors forward the information to the controller. The 

security techniques are Hash-chain based key updating 

mechanism Proxy Protected Signature Technique During each 

and every transmission of medical data from sensor to medical 

server the hash key gets updated. During user registration, the 

user receives the proxy key from the medical server. Using the 

proxy key the user enter into system and access the patient’s 

medical data from the medical server. Here we provide the 

encryption and decryption mechanism using blowfish algorithm. 

The information which is travelled from sensor to network is 

encrypted using blowfish algorithm. The information which is 

retrieved by the doctors is decrypted using blowfish algorithm. 

 
Figure.1. Architecture Diagram 
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IV.SUBSYSTEMS 

 

A.Role Based access control scheme 

 

Most present e-/m-healthcare system frameworks require 

specialists (or framework chairmen) to take an interest in 

therapeutic data preparing, which brings two issues: low 

adequacy caused by manual activities and protection breaks 

because of specialists' colleague with clients' private information. 

A restorative master framework that can naturally break down 

clients' mixed private information however limit specialists' 

cooperation can address these two issues, current wearable 

medicinal gadgets and hubs can't be straightforwardly connected 

with savvy versatile terminals through 4G or Wi-Fi. Extra system 

foundation or entryway gadgets are required to empower 

interconnection between such gadgets and hubs. Notwithstanding 

when the cell phone has been specifically outfitted with 

therapeutic sensors or biometric data detecting parts, current 

innovation limits it to gathering just a single or two information 

things. numerous e-/m-social insurance structures bomb 

regarding the practicality of information transmission 

straightforwardly from WBANs to remote individual territory 

systems (WPANs) or the Internet since execution trouble and the 

requirement for arrange network are not considered.  

 

 
Figure.2. packet loss during data transmission 

 

 
Figure.3. Incorrect Data Transmission 

 
Figure.4. Correct Data Transmission using CRA 

 

B.Security and Privacy scheme 

 

To guarantee the security of medical data transmitted in remote 

sensor systems, key conveyance plans and block encryption 

strategies are required. Its can enhance effectiveness by 

diminishing the asset utilization of memory, a key distribution 

scheme[15] based on a group send-receive model (GSRM) and 

AES is proposed.  

 

The base station begins the methodology of building a gathering 

from those hubs. The pioneer hub will record the tally of its 

neighbor hubs with the same GSRM-level esteems and the tally 

of its neighbor hubs whose GSRM-level esteems are more 

prominent than its incentive by one and dropped hubs will wind 

up detached hubs. To better adjust the protecting qualities of 

HES, HEBM (Homomorphic Encryption Based on Matrix) is 

proposed [15].  

 

The medical data of a client can be meant by a n-dimensional 

where region is an irregular number two frameworks meant by M 

and M' independently are personality networks. Second, the 

arbitrary number and the irregular prime number will be 

produced. Third, three territory will be characterized. Along these 

lines, HEBM[3] can successfully oppose the accompanying 

assaults. A spillage of protection by the overseer or any 

individual who possesses the most astounding expert. Eavesdrop 

attack. The aggressor can't get to substantive information. Chosen 

plaintext assault.  

 

The aggressor has just gotten the whole records of a particular 

client who used medicinal administrations from HES times. The 

HES can be compressed in three regions: utilizing minimal effort 

and effectively conveyed remote sensor arranges as the hand-off 

framework for GSRM-based secure transmission of therapeutic 

information from WBANs to WPANs; tending to the issue of 

accomplishing direct interchanges between a client's portable 

terminals and implanted (wearable) restorative gadgets (hubs); 

implementing protection safeguarding systems HEBM and 

accomplishing acceptable execution. HES can fill in as a 

noteworthy part of the informationization of restorative 

businesses. In any case, a few issues stay unsolved; for instance, 

the analysis dependability of the master framework isn't flawless, 

and HES can't as of now screen or break down sudden ailments. 
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Figure5. Forming path for Data transmission 

 

 
Figure.6.  Data Loss because of Clone node and Adversary 

node 

 

 
Figure.7. Data Transmission using GSRM 

C.Secure Patient Information using HMAC Algorithm 

A lightweight and secure system for wireless medical sensor 

networks. Each patient area network (PAN) consists of some 

biosensors and a controller. These biosensors collect his/her 

personal health information(PHI) like body temperature, blood 

pressure, heart bear rate, blood glucose level etc.. Sensors 

forward the information to the controller. The security techniques 

are Hash-chain based key updating mechanism Proxy Protected 

Signature Technique[14]  during each and every transmission of 

medical data from sensor to medical server the hash key gets 

updated. During user registration, the user receives the proxy key 

from the medical server. Using the proxy key the user enters into 

system and accesses the patient’s medical data from the medical 

server. Here we provide the encryption and decryption 

mechanism using blowfish algorithm. The information which is 

travelled from sensor to network is encrypted using blowfish 

algorithm. The information which is retrieved by the doctors is 

decrypted using blowfish algorithm. 

 

IV.CONCLUSION 

 

A secure and lightweight system for wireless medical sensor 

network. The medical data transmission is done in a secure 

manner using chain key updating mechanism. Fine-grained 

access control was achieved using chain key technique. The 

security techniques such as chain key mechanism and achieve the 

goal[4]i.e. secure patient medical data transmission and access 

control in the wireless medical sensor network. 
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